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OUTLINE

® Defensive Protocol

® Common Approaches
® Resource Assignment

® Web Scanning
®* WAF
® DDoS Mitigation
® DNSSEC Protection



Defense against Hacking
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Web Application Firewall
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® Web Application Firewall (WAF) lddasnunislanfifiinannnisld HTTP Request
® Cross Site Forgery, Cross Site Scripting, SQL Injection
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Whitelist and Blacklist
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WAF Implementations
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Distributed Denial—-of—Service Mitigation
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Anycast
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DNS Security — DNSSEC Protection
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Other Methods
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Thank you for the semester

* daulalrania 30%
® Take Home Exam (23 taw18% 12:00 - 23:59) avrinwdu szyliludadau
* SQL 15%
* NoSQL 15%
® Web Dev 45%

Security 35%



