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Web Security
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The Premise
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SQL Injection
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studentld = getRequestString(“studentld”);

lookupStudent = "SELECT * FROM students WHERE studentld = ” + studentld,;

Please enter your student ID number: | 117



SQL Injection (2)

* irgldnsan 117 azlanaansdamnaiiln
SELECT * FROM students WHERE studentld = 117
* LHELENLINBSNSAN 117 OR 1=1 naansaztdwadels

SELECT * FROM students WHERE studentld = 117 OR 1=1

SQL Injection

http://students.com? SELECT * FROM students
studentld=117 or 1=1;-- WHERE studentld=117 or 1=1;

a ] €

Web API Server  g——
Attacker €E————r SQL Database

Data for all students is Return data for Server
returned to the attacker all students




SQL Injection (3)
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Cross-Site Scripting (XSS)
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Client-Side Code Injection
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Reflected XSS
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http://realbank.com/index.php?user=&script>here is some bad code!</script>
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Persistent XSS
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"Hi! My name is Dave. Nice to meet you<script>malicious code here</script>"
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Buffer Overflow
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Vulnerability
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® Stack Overflow \UNMN18A8 Buffer Usstavn Stack (First-in, Last-out)
* Heap Overflow LUN¥a18AB Buffer UszLnn Heap (Extra Memory)
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Heartbleed Incident
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Cross—Site Request Forgery
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HTTP Vulnerability
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Data Breach
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Target Incident
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Next Lesson
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Project Checkpoint 3

® Deadline: 31 HWIAN 23:59

* Folma1ung
1. Stackblitz 1938 Repository ki) ’iﬁuﬂﬁﬂﬁﬂw’]project L% 1 234567 89project
2. Firebase Hosting 1959 URL §N€9 thapanapong.r@cmu.ac.th

3. Local Hosting Trdelwa zIP wned thapanapong.r@cmu.ac.th
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