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Ethics iIn Computer System
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4 |ssues In Information Ethics*
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*Richard O. Mason, Four Ethical Issues of the Information Age, MIS Quarterly , Vol. 10, No. 1 (Mar., 1986), pp. 5-12
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Conseqguences of Ethical Issues
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- PAPA: 4 Ethical Issues

» Information Privacy
» Information Accuracy
» Information Property

» Information Accessibility
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anatwanzes (Information Property)
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Free use license -Creative Commons (CC)
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- Information Law and Commandment

> Information Law in Thailand

> 10 Commandments for Ethical

Computing
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Uszinnaasuaninas (Hacker Type) (2)

Black Hat/Cracker

ﬁmmmmmqa ANIRNLANTUEN WNaYIN LA
seuuywi)aw %%@Taamﬁmqu Vb
ANTIUINIINDU

L%ummﬂaauLmswuummwmmﬁmﬂiﬂﬂma J
38 ﬂumzluIﬂiLmiaJLwaLLmﬂwamu
Grey Hat

ﬂﬂNLLﬁﬂLﬂﬂﬁYl‘Yl’N’]%ﬂa\‘i@’W% ARNNIIANNALLANG
i”U‘.IJ LWQﬂ’J’]@JN%ﬂﬁ%’]% LL@]ﬂ‘Y]’]ﬂ’ﬁL@]Q%l%N@LLﬂ
inULWQI%‘JjQGﬂ%ﬁwUULT%ﬂ%



Computer Ethics and Computer Security

Uszinnaasuaninas (Hacker Type) (3)

Hacktivist/cyber terrorist
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(Threats Classification)
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- Computer Attacks

Virus
Worm

Malware

NN

Denial of Service

30 Computer Ethics and Computer Security



Computer Ethics and Computer Security

Computer Attacks
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Malware/Trojan
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Denial of Service

Denial of Service (DOS) and Distributed Denial
of Service (DDOS)
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- Computer Crimes

» Cyber stalking
» Fraud and Identity theft

» Phishing, Scams, Hoax
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Cyber Stalking and Harassment
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Fraud In Internet Banking
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http://www.1213.or.th/th/finfrauds/OnlineFraud/Pages/OnlineFraud.aspx
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W@rk and Education

Where have you worked?

Chiang Mai University

Computer Eth

Where did you go to college?

Faculty of Engineering, C
Y University

v

Facebook

Who can see my stuff?
Done Editing Y

¥ @ Public
3 Friends
8 onlyme
¥ Custom

E Close Friends
[B Chiang Mai University
See all lists...

AR U1INITAIAIAN UL BRIUAIVD

Privacy Settings and Tools

timeling?

Who can see your future posts? Friends
Review all your posts and things you're tagged in
Limit the audience for posts you've shared with friends of
friends or Public?

m Who can contact me? Who can send you friend requests? Everyone
Whose messages do I want filtered into my Inbox? Basic Filtering

Who can look me up? Who can look you up using the email address you Everyone

provided?
Who an look you up using the phone number you Everyone
provided?
Do you want other search engines ta link to your off
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1 Top Free Antivirus (2013)
Avast Free Antivirus

Panda Cloud Antivirus Free

ZoneAlarm Free Antivirus +Firewall

Avira Free Antivirus

Bitdefender Antivirus Free Edition e
r =\ gvmmcowutmxssecme

Computer Ethics and Computer Security

Bl e B i UpgmdeNowt

Upgrade to PRO!  §# I

Antivirus
ANTIVIRUS —— FIREWALL IDENTITY & DATA
Disable @ e
= < Protected Protected \ Protected
_ Your computer is protected fom Trafic 1o and from your compuser Your compuster 15 peotected from
Scan now vieuses and spyware. s moedored for suspicious makcious stes atempting o
behavior. steal your identty and data
View Details View Dotails View Detads

There are no files in your
recycle bin.

- . —] » —] —

Advanced settings...

AS

fisn: http://www.techradar.com/news/software/applications/best-'free-antivirus-9-reviewed-and-rated-1057786
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Top Antispyware
(2013)

Macafee Virus Scan and Anti

Spyware (not free)

Windows Defender

Navarre Webroot Spy Sweeper
(not free) ,

Home

Computer Ethics and Computer Security

Lavasoft's Ad-Aware SE, Personal
Edition

Microsoft Windows Defender

Spybot Search & Destroy

fisn :http://netforbeginners.about.com/od/lockdownyourpc/a/antispyware.htm

m Ad-Aware Froe Ar

Protection Summary

Last Scan: 08/19/13 11

Protection Active

g
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